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Making the Business Case for Utility Security
(Adopting an All-Hazards Approach)

John W. McLaughlin

This article describes and offers justifica-
tion for what is becoming the accepted
approach to infrastructure, and specifi-

cally utility security. In this article, the term
“utility” is defined as any type of water or
wastewater agency. The accepted approach ref-
erenced here is described as All Hazards. The
name implies exactly what it covers: All Haz-
ards. In order to understand the reason for and
development of this approach and name, you
need to understand the background and his-
tory to utility security.

First, a few words of explanation: This ar-
ticle and the assumptions it contains presume
a utility has performed a vulnerability analysis
or assessment and that the focus here is on the
most critical or high-consequence assets, thus
limiting the range of assets to be considered
raising the relative risk level and improving the
cost-benefit results. The ideas and concepts
presented are the author’s alone and do not
necessarily align directly with any specific, cur-
rent processes or initiatives underway. These
ideas and concepts represent the author’s be-
lief concerning how to develop and present the
business case for security improvements to a
utility decision maker.

Prior to the watershed moment known as
9/11, very few utilities had adopted a proac-
tive, holistic approach to security. This was an
era when hurricanes and natural disasters
dominated concerns about utility security.
Emergency response came in to play only
when dealing with line breaks, power outages
and overflows.

It is likely that a significant number of in-
tentional acts occurred at utilities in the 20
years or so leading up to 9/11, but most were
either not reported or certainly not connected
to any larger concern. The events of 9/11
changed that thinking dramatically. Suddenly,
anything seemed possible and the threat of ter-
rorism changed virtually every utility
overnight. This was the era of heavy focus on
prevention and threats, as represented by the
initial rush of vulnerability assessments (VAs)
required by federal law.

The two major methodologies developed
in this timeframe were the Risk Assessment
Methodology for Water UtilitiesTM (RAM-
WTM) and the Vulnerability Self Assessment
Tool (VSAT). While both allowed for mitiga-
tion or resilience as improvements to reduce
risk, the strong focus was on determining the

threat and thus preventing an attack (detect,
delay, response and deterrence).

Almost forgotten in the rush was the re-
quirement to also develop emergency response
plans (ERPs). Utilities were expected to fully
develop these plans in under six months and
focus on the threats derived from the VA. This
rush to complete ERPs coupled with focus on
intentional acts naturally reinforced the atten-
tion on threats and prevention.

The last few years following that initial
rush by water systems to complete VAs have
seen a shift in thinking at many utilities. While
some utilities proactively have adopted a ho-
listic or All Hazards approach to security, most
utilities have not. That immediate concern
over a potential large-scale terrorist attack on
a water system has faded, and in fact, most
utilities don’t see the risk as real to them.

Many utilities outside major metropoli-
tan areas have convinced themselves that their
only risk is from a terrorist attack, and that the
likelihood of such an attack is minimal. This
thinking is driven by two factors. First, there is
a reality to the idea that the majority of utili-
ties are not likely to be the target of a terrorist
attack. Second and maybe more to the point,
utilities have so many resource-intensive issues
facing them besides security—including reg-
ulatory, operational, and financial.

The first argument can be refuted by the
idea that the credible and costly threats to a
utility go well beyond a terrorist attack. The
second argument can be addressed by under-
standing the multiple benefits gained from a
holistic approach. The holistic approach rec-
ommended in this article will benefit a utility
when it comes to either intentional, acciden-
tal, dependency-related, or natural hazards.

In 2005 the National Drinking Water Ad-
visory Committee Water Security Working
Groups developed the 14 Elements of an Ef-
fective Security Program. These elements have
been refined through the Water Sector Specific
Plan (SSP) into 10 features of an active, effec-
tive protective program.

The SSP is based on the All Hazards con-
cepts and framework established in the Na-
tional Infrastructure Protection Plan.The
features of an active, effective program were de-
veloped for drinking water and wastewater util-
ities (water sector) to help in preventing,
detecting, responding to, and recovering from
adverse effects of All Hazards, including terror-

ist attacks and natural disasters.
These 10 features are summarized as fol-

lows:
1. Integrating protection concepts into

culture, leadership and daily operations.
2. Identifying priorities, resources, and

measure.
3. Detecting contamination.
4. Assessing and reviewing risks.
5. Controlling access to facilities and

information.
6. Incorporating resiliency concepts into

physical infrastructure.
7. Assuring continuity of business/service

planning and testing.
8. Creating partnerships with peers,

interdependencies.
9. Maintaining internal and external

communication.
10. Maintaining threat awareness and

protocols.

All Hazards Approach

The All Hazards approach is just what it
seems: security of a utility where the opera-
tional and physical improvements are aimed
at providing multiple benefits to the utility.
These are benefits to a utility regardless of
whether the risk is from an intentional attack,
a natural disaster, a dependency hazard, or an
accidental event. In such a philosophy, the
cause of the event is less important than the
effect on the utility.

This same approach also de-emphasizes
the importance of the threat. The threat is still
important when it comes to prevention of an
intentional attack, but that is only a part of a
holistic approach to utility security. Response,
recovery, and resilience become the major goals.

In 2000, the North Carolina American
Water Works Association/Water Environment
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Association formed the Disaster Preparedness
Committee. This committee initially focused
on how to be better prepared to deal with fu-
ture disasters in the aftermath of the devastat-
ing effects of Hurricane Floyd in 1999. This
initial focus proved to be almost prophetic in
the way it shaped thinking for the events of
9/11.

The first actions of the committee re-
volved around what was termed Mutual Aid
Disaster Intervention Response Teams
(MADIRTs). Within that idea came the con-
cept of Cause vs. Effect. As noted previously,
the effect on a utility is more important than
the cause. In that concept, the committee de-
veloped six core effects:
1. Loss of Access (debris blocking roads, flood-

ing, etc.)
2. Loss of Power (area wide power outage, gen-

erator failure, etc.)
3. Chemical Spill (directly or indirectly im-

pacting the utility)
4. Contamination (contamination of water

supply or potable water)
5. Water Shortage (through intentional de-

struction of critical supply facilities or nat-
ural events such as drought)

6. Component Failure (due to intentional, nat-
ural or accidental cause)

With this concept came the importance
of developing resource typing and pre-
arranged teams of trained crews with equip-
ment and parts. This concept has given way to
the nationally accepted Water/Wastewater
Agency Response Network (WARN), first con-
ceived and practiced in Florida in the after-
math of the hurricanes of 2004 and 2005. The
basic idea with WARN was the same as with
MADIRT: utilities prepared to help other util-
ities intrastate and interstate with response
and recovery against the effects of a major dis-
aster, regardless of the cause.

The entire concept as currently envi-
sioned, incorporating sensible prevention and
the importance of response, recovery, and re-
silience, is now being incorporated into a
process known as Risk Analysis and Manage-
ment for Critical Asset Protection, or RAM-

CAPTM.
All the above improvements (and many

more) fit the mode of providing multiple ben-
efits to a utility and also come into play after
prevention has failed. Those multiple benefits
come by way of helping whether the hazard is
intentional, natural, dependency-related or ac-
cidental.

Again, no utility can hope to prevent all
possible hazards from impacting them, and
with natural, dependency-related or accidental
hazards, prevention is virtually impossible. This
is the fundamental basis for the focus on the ef-
fect of an event versus the cause of an event.

All these improvements are very cost-ef-
fective if properly implemented. A word of
caution: While the actual dollar cost for all is
relatively low, that doesn’t mean they are easy
to implement. To the contrary, they can be
very difficult to implement because they mean
a significant change of culture within the util-
ity. That cultural change begins with the key
decision makers but must be bought into by
all layers of the utility or else they can never be
truly effective.

Risk Costs

It is plausible enough to believe that mak-
ing security improvements within an All Haz-
ards framework is a more cost-effective way to
approach security. Theoretically, every dollar
spent on improvements benefits the utility rel-
ative to four types of hazards (intentional, nat-
ural, dependency and accidental). This
argument alone should be enough to support
making those All Hazards type of improve-
ments.

Understandably, the argument above
doesn’t always create a strong enough business
case to key decision makers for undertaking
even the most basic improvements. By defini-
tion, a business case is used to determine the
financial impact of spending money. In a busi-
ness case analysis for a security program, the
cost of potential improvements, along with the
benefit gained, would be weighed against the
risk cost of doing nothing. The ability to as-
sign costs to the risks or consequences associ-

ated with not doing anything is important.
For the purposes of this high-level look at

cost vs. benefit, this article addresses only ini-
tial or capital cost and assumes that we are
looking at a potable water utility serving a
medium-sized community in the United
States. Like most utilities, this one is subject to
intentional, natural, dependency-related, and
accidental hazards. Any number of scenarios
could exist but this paper will assume that a
critical facility/asset (deemed critical by the
previously completed VA) between the water
treatment plant and the community served
has been damaged/failed.

As already noted, the cause is less impor-
tant than the effect. This effect falls under
Water Shortage and Component Failure. The
listing below summarizes the main areas of
risk cost or consequence along with the type
of impact and of the costs involved.
� RReeppllaacceemmeenntt  CCoosstt—Because the utility was

not prepared in advance with the necessary
equipment and replacement parts, the cost
paid is a premium and shipping has to be ex-
pedited. This does not even account for the
time lost in getting the equipment. This time
lost will impact the other costs listed below. 
Order of magnitude cost = $10,000 to $50,000

� LLoossss  ooff  RReevveennuuee  ((UUttiilliittyy))—(1) Loss of
water service (and loss of revenue to the
utility) to at least 20,000 customers; (2) du-
ration of outage, presuming the utility is
unprepared to deal with the interruption =
five days+; (3) presume lost revenue of $2
per day per residential customer equivalent
Order of magnitude cost = $200,000+

� LLoossss  ooff  RReevveennuuee  ((CCoommmmuunniittyy))—Of the
20,000 customers losing potable water sup-
ply, three are deemed critical due to large
employment base and/or other significance
to the community. Another 100 are small
businesses forced to close due to the inter-
ruption.
Order of magnitude cost = $1 million+

� EEnnvviirroonnmmeennttaall  CCoosstt—This applies more to
the wastewater but in the case of a haz-
ardous chemical that might spill as a result
of one of the four hazards, the impact on
the environment could be significant.

National Infrastructure Protection Plan Risk Management Framework

High Consequence Asset Susceptible to 
Multiple Hazards
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Cleanup alone for a significant spill will run
into the thousands of dollars, not to men-
tion the long-term environmental impacts.
Order of magnitude cost = $1 million to $10
million+

� OOppeerraattiioonnss  CCoosstt—The cost of additional
operational hours used to locate and repair
the failure. The additional cost is based on
the fact that the utility crews are not trained
for or focused on this critical point of failure. 
Order of magnitude cost = $50,000 to
$100,000

� CCoosstt  ooff  LLiiaabbiilliittyy—One of the critical cus-
tomers is a large hospital where patients are
at immediate risk due to potable water
shortage. It is clear to the community that
this event was serious and that the utility
was not well prepared. All this leads to law-
suits and even potential criminal action.
The costs include the value of any lawsuit,
settled out of court or not, plus legal bills
and staff time to defend the case. If deaths
are involved as a result (directly or indi-
rectly) of this asset failing, the high end of
cost below would be even higher.
Order of magnitude cost = $1 million to $10
million+

� VVaalluuee  ooff  LLoossss  ooff  PPuubblliicc  CCoonnffiiddeennccee—This
is perhaps the hardest risk cost to assess ac-
curately; however, this risk can be broken
into several related factors and a general
order of magnitude can be assumed for
each.
•• Long-term revenue decline—With a se-

rious event, where it is clear to the com-
munity that the utility did not prepare
well and was caught off guard, there is a
likely long-term loss of credibility about
whether the potable water is or will ever
again be safe. This leads more and more
people to use bottled water, and thus a
long-term revenue decline.

Order of magnitude cost = $100,000s
•• Difficulty getting financing—If general

obligation bonds are being sought, the
community would have to vote for ap-
proval; with a serious lack of public confi-
dence over lack of preparedness, an
affirmative vote would be in jeopardy. If
funding must be approved by a politically
elected board, a similar effect would be felt.
Order of magnitude cost = $100,000s

•• Utility leadership lose their jobs—Job loss
as a result of the fallout from a utility’s lack
of preparedness comes with an immediate
loss of individual income; however, this is
just the tip of the iceberg. Because those
impacted are likely to be the key decision
makers, reputations and future earning
power will be impacted greatly. 
Order of magnitude cost = Immeasurable
The total of all risk costs is between $4

million and over $22 million. Because risk is a
factor of both consequence and likelihood, a
level of recurrence must be assumed. Each of
the four hazards that could lead to the failure
carries with it a presumed recurrence.

Because the failure in this scenario could
be caused by any of four types of hazards, the
combined recurrence (likelihood of the event
occurring in a given period of time) is greatly
increased. An intentional threat capable of
causing failure would not have to be at the ter-
rorist level, thus increasing the likelihood of
the event occurring.

A natural disaster capable of causing fail-
ure would not have to be a major hurricane. It
could be caused by a strong storm, lightening,
or other localized event.

A dependency hazard presumes another
infrastructure-critical service at this facility
fails. The example would be a power failure
where no generator exists locally, inability to
receive spare parts due to a transportation
breakdown, etc.

Finally, an accidental failure is relatively
likely since preventive maintenance of this
critical asset is presumed to be lacking already
and any number of daily events could cause
failure. 

Improvement Costs 

A certain level of prevention is important,
but the reasoning behind an All Hazards ap-
proach is balancing prevention with response,
understanding that no utility can afford to
prevent every attack. A summary of the im-
provement costs is provided below to give an
approximate order of magnitude cost.

As with the risk cost summary, we are
looking at a potable water utility serving a
medium sized community in the United
States. Again, this one is subject to intentional,
natural, dependency and accidental hazards.

We will assume that a critical facility/asset
(deemed critical by the previously completed
VA) between the water treatment plant and the
community served has been damaged/failed.
� PPrreevveennttiioonn—As already noted, a certain level

of prevention is necessary, but with the un-
derstanding that no utility can prevent a suc-
cessful attack by a high level threat (or a
natural disaster, dependency hazard or acci-
dental event). The ability to reduce the risk
from a high-level threat comes from the All
Hazards approach and follows the logic that
a utility must be prepared to address the ef-
fect of an event more than focus on the cause
of that event. From the VA, prevention can
be broken into three main components: de-
tection, delay, and response (prior to an
event occurring). Each of these three com-
ponents has an operational and physical side.
•• DDeetteeccttiioonn—For this example, detection

is presumed to incorporate closed-circuit
television with image recognition; card ac-
cess at all entrances; and operational poli-
cies and training focused on alarm
assessment, enhanced patrols, and staff
awareness.

Order of magnitude cost = $75,000 to $150,000
•• DDeellaayy—Delay is among the more cost-ef-

fective means of prevention. For this ex-
ample, delay means enhanced fence lines,
better locks for all entrance gates,
strengthening door locks, bars and grates
at critical assets along with operational
policies and training-focused key control,
access control, and staff awareness.

Order of magnitude cost = $50,000 to $100,000
•• RReessppoonnssee  ((pprriioorr  ttoo  aann  eevveenntt  ooccccuurrrriinngg))—

Unlike emergency response occurring after
an event, this response is aimed at having a
response force (police, sheriff, etc.) arrive in
time to prevent a successful attack. In this
example, this includes the cost of relation-
ship-building with local law enforcement,
better communication equipment, and op-
erational policies and training focused on
better staff awareness and reaction.

Typical Critical System Facility/Asset

Example of Delay Is this Effective?
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Order of magnitude cost = $1,000 to $10,000
The previous improvements are the ones

focused on prevention. In order to better un-
derstand the philosophy and benefits of a
Cause vs. Effect, or All Hazards approach, a
few examples are in order. Each of the follow-
ing utility improvements provides multiple
benefits against multiple events, with an order
of magnitude cost given. Again, these are only
the initial costs, but the life-cycle costs for
maintaining a state of preparedness will be low
after the program is initially developed, which
is what the costs included here represent.
� EEmmeerrggeennccyy  RReessppoonnssee  PPllaannnniinngg—This is

fundamental for any utility but is often over-
looked as one of the most important ele-
ments of an All Hazards approach. In reality,
every other piece of an All Hazards resilient
plan is part of good emergency response
planning. This step was already started with
the federal requirement for performing an
emergency response plan. The only addi-
tional cost is for updating and expanding the
plan, but it is presumed that the utility em-
ploys an outside consultant for assistance.
Order of magnitude cost = $50,000 to $100,000

� Critical Asset Determination—This is an
integral piece of a VA, but it serves a major
function beyond just determining a utility’s
level of risk. When looking at response, re-
covery, and resilience as part of an All Haz-
ards approach, understanding where a
utility is most vulnerable allows for a fo-
cusing of resources, equipment, and train-
ing to gain the most benefit. Again, this
provides for multiple benefits for the effect
of an event, regardless of the cause. Because
this improvement has already been in-
cluded in the VA, there is no additional cost.
Order of magnitude cost = $0

� PPrreeppoossiittiioonniinngg  CCrriittiiccaall  RReeppllaacceemmeenntt  RRee--
ssoouurrcceess//PPaarrttss//EEqquuiippmmeenntt—This improve-
ment goes hand in hand with Critical Asset
Determination. The prepositioning of re-
sources, parts, and equipment for the utility’s
most critical assets allows the utility to re-
spond much quicker and much more effec-
tively. No additional cost is included because
this improvement can be achieved with
proper management of existing inventory.
Order of magnitude cost = $0

� CCrreeww  TTrraaiinniinngg  ffoorr  RRaappiidd  RReeppaaiirr  ooff  CCrriittiiccaall
AAsssseettss—As with critical asset determination
and prepositioning of resources, parts, and
equipment, having a utility’s crews well
trained for rapid response and repair of
critical assets provides benefits from either
an intentional, natural, dependency or ac-
cidental hazard. The primary cost for this
improvement is included in existing staff
payroll. Additional costs are included to de-
velop enhanced training programs and for

outside training, where needed.
Order of magnitude cost = $10,000 to $20,000

� BBuussiinneessss  CCoonnttiinnuuiittyy  PPllaannnniinngg—The fi-
nancial and liability consequences of not
having a strong, effective business continu-
ity plan in place may be the greatest a util-
ity can face, but they may also be the most
ignored. Imagine the risk cost to a utility if
customer records were lost or compro-
mised, if employee files were lost, or if ac-
cess to physical facilities and all these files
were impossible. Because few utilities have
truly developed a business continuity plan,
the cost for this improvement includes
starting from scratch.
Order of magnitude cost = $30,000 to $50,000

� TTaabblleettoopp  aanndd  RReeaall--WWoorrlldd  EExxeerrcciisseess—Ex-
ercises, particularly tabletop exercises, de-
signed to truly test a utility and uncover
weaknesses are among the most cost-effec-
tive improvements a utility can undertake.
Any effective exercise should involve multi-
ple layers of staff and result in a failure of
the utility to respond effectively. These fail-
ures should be identified in a “hot wash”
follow-up discussion and lead to specific ac-
tion items. The next series of exercises
should be more and more difficult and
should focus on high-consequence events,
regardless of whether they are caused by in-
tentional, natural, dependency-related, or
accidental hazards. The cost for this im-
provement presumes that the utility em-
ploys an outside consultant.
Order of magnitude cost = $10,000

� WWAARRNN  MMeemmbbeerrsshhiipp—The Water/Waste-
water Agency Response Network or WARN
was created about three years ago. WARN is
a network of utilities helping utilities dur-
ing preparedness, response and recovery
from a small, large or catastrophic emer-
gency. Programs include the use of a mutual
aid and assistance agreement that allows
utilities to cross jurisdictional boundaries to
provide aid during and following an emer-
gency. Participation is voluntary; there is no
obligation to respond. The cost for this im-
provement is minimal, since most costs are
reimbursable for a major event. 
Order of magnitude cost = $0

� RReellaattiioonnsshhiippss  wwiitthh  LLooccaall  FFiirrsstt  RReessppoonnddeerrss—
This is a low-cost improvement that carries
huge potential for benefit. The old adage is as
true now as it has ever been: The time to get
to know your local first responders is NOT at
the scene of an event. Getting to know local
first responders (police, fire, rescue, HAZ-
MAT, etc.) can be as simple as an occasional
lunch or other meeting, offering access and
tours of utility facilities, or participating in
area-wide tabletop and real-world exercises.
With the requirement that all utilities be
trained in Incident Command System and

the National Incident Management System, a
relationship almost becomes mandatory as a
result. This improvement carries very low
cost (lunches, food, etc.); primarily it involves
time spent developing the relationships.
Order of magnitude cost = $500 to $1,000

The total of all improvement costs is be-
tween $230,000 and $440,000. Even in a con-
servative assessment, the risk costs are 15 to 40
times higher than the improvement costs. Re-
ferring back to the paragraph which describes
the likelihood or recurrence of the four haz-
ards being considered as causes, can any utility
feel confident that this type of event will not
occur in 15 to 40 years or more?

Even if utility officials can convince them-
selves that statistically this event will not occur
in over 40 years, how much is a life worth,
what is the value of the reputations of key util-
ity staff, the cost of a careers lost, and the value
of the public confidence built up over years of
safe, reliable service?

Water vs. Wastewater

A similar dollar case can be made for a
wastewater scenario. In a similar wastewater
scenario, the risk costs for replacement, loss of
revenue (utility and community), and opera-
tions would be along the same order of mag-
nitude as a water utility because without
service available, these costs will rise.

The liability and value of the loss of pub-
lic confidence might be lower for a wastewater
scenario vs. a water scenario because of the
lower potential of loss of life and the lower
public concern over wastewater as opposed to
water. The environmental cost will be signifi-
cantly higher for a wastewater scenario because
of the potential for hazardous chemicals being
released and the almost certain large sewer
spills into the environment to be expected.

Regardless of the hazard, developing im-
provements with multiple benefits that lead to
a resilient utility system will be multiple times
more cost-effective than doing nothing and re-
lying on the likelihood of any one of the four
types of hazards never occurring at your utility.

Conclusions 

It has been said that security for utilities
should be integrated into the culture of a util-
ity, much like safety has over the last 20 years.
This means that security is an integral part of
the utility, at all layers in all aspects.

These changes need not be excessively
costly in pure dollar terms, but even when dol-
lar cost is involved, compared to the risk cost;
the decision to make these improvements
should be easy. A well-run utility is a secure
utility. ����
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